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Mechanisms



1. Introduction

Our Topic, Challenges and 

Messages



Our Topic: IoT and Big Data



Our Topic: IoT & M2M Communications



Our Topic:



Challenges

• Current information-
communication 
technologies (ICT) heavily 
involve machine-to-
machine (M2M) 
communications and big 
data processing. 

• These two issues open a 
number of mathematical 
challenges regarding data 
privacy and secrecy. 

• A particular challenge is 
developing of algorithms 
which support reduction of 
the overheads implied by 
employed techniques for 
data security. Frequent 
employment of the security 
mechanisms could result 
into a heavy cumulative 
overhead regarding 
implementation complexity, 
computational complexity 
and power consumption. 

• At the same time we face a 
request for a high and 
preferably provable 
security of the employed 
cryptographic techniques. 



Main Messages
• Accordingly, the advanced 

cryptographic techniques 
should at the same time 
provide high security and as 
small as possible overheads 
to the main functionality of a 
system. 

• This talk considers elements of 
an encryption approach for 
fulfilling the claimed goals 
based on involvement 
elements of coding theory 
into traditional compact 
cryptographic techniques for 
encryption in order to provide 
a secure and lightweight 
processing of data for the 
privacy and secrecy purposes. 

• We point out to certain 
elements from coding 
theory which shows that 
joint employment of 
pseudo-randomness 
generated by compact 
finite-state machines, 
randomness and 
dedicated coding provide 
a framework for 
developing of lightweight 
and provable secure 
encryption algorithms for 
data privacy and secrecy.



2. Certain Security Challenges

Minimization of the Overheads 

Implied by Security Mechanisms



IoT Atributi



Security – The Key Issue of IoT



Certain Challenges of Cyber-Security

• Security evaluation 

of the components 

and basic 

lightweight 

cryptographic 

algorithms

• Design of advanced 

lightweight 

cryptographic 

algorithms which 

provide provable 

security and low 

implementation 

overheads



IoT Concerns

security cost

other …

Information-Communication Technologies (ICT)

Based SOCIETY 

(including M2M & other infrastructures)



Minimization of the Security Costs

Secure 

System

SECURITY OVERHEADS

Minimization of Security Overheads

Implied by Cryptography



Minimization of the Overheads 

Implied by Security Mechanisms

• minimization of the implementation 
overheads 

• minimization of the computational 
overheads (and particularly: minimization 
of the key management, authentication 
and encryption overheads)  

• minimization of the communications 
overheads 

• minimization of power-consumption 



Trends & Implications

• Extensive 

employment of 

cyber-security 

mechanisms

• Overheads to the 

main functionality 

implied by 

employed security 

mechanisms



Cryptographic Challenges

Provable Security of 

employed security 

mechanisms

Provable Secure means 

that breaking is as hard 

as solving a hard 

mathematical problem 

Minimization of the 

overheads implied by 

the security 

mechanisms 



Potential Disastrous Impacts

JEOPARDAZED

Cyber-Security & ICT based Society

BREAKABLE

Security Mechanisms
Heavy Overheads

WASTING of Resources

INCREASING COSTS

Heuristically Secure

Cryptography

Complex 

Cryptographic

Techniques



Cryptographic Challenges regarding

Cryptographic Primitives

Provable Security

Light-WeightinessFeasibility

Small Overlapping Area



Particular Goals of the Advanced 

Construction

Advanced Cryptographic Primitives for Encryption & Authenticated Encryption

Provably Secure Light-Weight

Reduced

Security

Risks

Reduced

Security

Costs

Reduced 

- Power Consumption

- Implementation Resources

-Computational Overhead



3. Illustrative Technical 

Issues
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Advanced Approach 

Against Existing Ones

• Practical light-weight 
cryptographic 
primitives based on 
randomized 
algorithms. 

• Randomization 
provides framework 
for provable 
security.    

• Traditional light-

weight cryptographic 

primitives are based 

on deterministic

algorithms. 

• Security is based on 

the heuristics and 

the “expected” 

computational 

complexity

arguments.  



Security Evaluation / Cryptanalysis

• Security evaluation / 

cryptanalysis of 

particular 

lightweight 

symmetric-key 

cryptographic 

techniques for 

application in critical 

infrastructures

• Developing of 

generic techniques 

for security 

evaluation / 

cryptanalysis of 

certain classes of 

symmetric-key 

encryption and 

authentication 

schemes 



Illustrative Technical Issues on 

Advanced Lightweight Encryption



3.1 Illustrative Technical Result I

The LPN Problem Based Security







Underlying Problem of the LPN
(on hardness of solving an over-defined system of N 

probabilistic equations with K unknown variables)

linear-f1(x1, x2, …, xK) =  z1

linear-f2(x1, x2, …, xK) =  z2

linear-fN(x1, x2, …, xK) =  zN

…
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noisy variables

K << N

Complexity of the problem strongly depends 

on the parameters K, N and the corruption noise

Left-hand 

side

of the 

system 

Is “available” 

only after a 

binary 

symmetric

channel with 

known 

probability of  

errors
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What the theorem tell us?

• The theorem tell us 

that if we can “break”  

the encryption 

scheme in the sense 

of the 

distinguishability, than 

we can solve a 

related decisional 

LPN problem.  

• The theorem tell us 

that if we can “break”  

the encryption 

scheme in the sense 

of the 

distinguishability, than 

we can solve a 

related decisional 

LPN problem 



3.2 Illustrative Technical Result II

Information-Theoretic Security



Significance of Information-Theoretic 

Security Evaluation

• Information-theoretic 

security evaluation tell 

us about a residual 

uncertainty  (the 

equivocation) of 

unique recovering the 

secret elements even 

with unlimited 

computational power.  

• Note that even if, after 

all, the residual 

uncertainty does not 

exist, i.e. the 

equivocation is zero, 

the underlying 

computational 

problem could be a 

very complex one.   



Algebraic Representation of Encryption - Linear Codes are Employed







Implications of Lemma 1 and Theorem 1

• Lemma 1 justifies that the 
considered encryption 
model provides a 
certain level of the 
posterior uncertainty 
about its secret 
elements (i.e., positive 
equivocation) assuming 
that the sample for 
cryptanalysis is (very) 
short. 

• Theorem 1 shows that 
this positive 
equivocation cannot be 
preserved, when the 
sample for cryptanalysis 
increases, and that it 
tends to zero assuming a 
large enough sample 
implying that the 
uncertainty about the 
secret key employed in 
the keystream generator 
tends to zero, i.e., it can 
be correctly recovered by 
(potentially hard)
computational efforts.



3.3 Illustrative Technical Result III

Effect of Channels with 

Synchronization Errors



Underlying Idea for Security 

Enhancement 

• Make the channel 

toward the Attacker 

“more noisy”. 

• Instead that an 

Attacker faces Binary 

Symmetric Channel, 

enforce that the 

Attacker faces a 

binary channel with 

insertions and 

complementations.  



Framework Model for the Security Enhancement: 

the Model an Attacker’s have to Face

Keystream Generator

+
Error

Correction

Coding

Binary Channel 

with

Random Insertions

Attacker Side

Binary

Symmetric

Channel

X

Y

M









Implication of the Theorem

• When an attacker 

faces a channel with 

synchronization errors 

its problem of 

cryptanalysis 

becomes more 

complex.

• Deliberate insertion of 

random bits into the 

cipher-text  

significantly enhances 

the cryptographic 

security.  



Instead Conclusions



Bart Preneel, President of IACR

(International Association for Cryptologic Research): 

Challenges for Crypto

• security for 50-100 

years

• authenticated 

encryption of Terabit/s 

networks

• ultra-low footprint / 

power / energy

• secure software and 

hardware 

implementations

• performance

• low-cost security



Final Note

We need Synergy of Complementary 
Topics for Obtaining the Additional Value

(literally to achieve: 1 + 1 => 3)



Thank You Very Much for the 

Attention,

and 

QUESTIONS Please!


