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BlockChain (BC) is a distributed data storage structure maintained without any third party of absolute
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remain immutable. Verification of data without trusted third parties is realized by consensus protocols
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powerful combination, improving virtually every industry in which they are implemented. The goal of
this project is to contribute to the application of Al to the BC technology domain in two basic ways:
knowledge reasoning techniques are to be used to analyze consistency of consensus algorithms for BC;
Al techniques are to be employed for the analysis of anonymous data in order to evaluate robustness of
privacy protection in BC. The expected results of this project are: to develop formal logic based
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Project Description - Part A

1. Excellence

BlockChain (BC) (introduced in the white paper by Nakamoto, 2008) is a specially designed data storage
structure, maintained without any third party of absolute trust. The first BC implementation was related to the
financial domain - performing transactions with Bitcoin cryptocurrency. BC could be regarded as a public ledger where
all data (referred to as "committed transactions") are stored in a list of blocks (Zheng et al, 2017). New data (organized
in blocks) from different domains (cryptocurrency/finance, digital identity, voting, notary, smart contracts, loT,
insurance, healthcare, etc.) are allowed to be added simultaneously. Only blocks verified by the agreement between a
given number of agents (entities, nodes) could be added to the chain and they cannot be changed anymore (they remain
immutable). The core property of BC is that validation of the blocks to be added is performed without involving a so-
called "third party of absolute trust”, while the immutability and security is ensured by cryptology techniques.
Verification of data without "trusted third parties"” is realized by the so-called consensus protocols most of which are
based on cryptology techniques.

BC is basically a distributed system (distributed ledger) that can be centralized or decentralized. It means that
this ledger is spread across the network, and each of the network partners holds a copy of the complete ledger. In
this distributed system nodes can be defined as individual players, and messages can be sent and received
between them. As having memory and processor nodes, BC can become a subject of dishonest user attitude,
being damaged or become dangerous itself. Therefore, the problem of distributed consensus in the network
without trust arose.

The BC consensus protocol is characterized by the following properties:
e It is managed autonomously, without third authority.
e It removes the possibility of infinite reproducibility from a digital asset, i.e., it confirms that each unit of value
was transferred only once, solving the long-standing problem of resource wasting by doubling data.
e |t can assign title rights to agents by properly setting the exchange agreement between the agents that will
cooperate to outpace attackers.

The consensus algorithm is responsible for maintaining the integrity and security of the whole BC based system. Any
BC system has a distributed structure and does not rely on a central authority. The consensus protocol is employed in
order to provide the validity of transactions. In other words, validity of a transaction should become common
knowledge of all agents. Therefore, one of the crucial properties in the BC consensus protocol is to guarantee that in
every execution step consensus is achieved and that all transactions occur in a trustful way. Consequently, the reliability
and security of the consensus protocols appear as the top importance issues. A lot of consensus protocols are based on
certain cryptographic puzzles related to the inversion of one-way functions noting that beside a traditional hash
function, other one-way functions could be employed particularly taking into account advances in this topic (see, as an
illustration Mihaljevic, 2019). When the consensus protocol is based on solving a cryptographic puzzle, it could be
performed by spending certain computational resources, i.e., performing some work, and these protocols are denoted as
Proof-of-Work ones.

When the consensus protocol is based on the Proof-of-Work paradigm, the basic steps of the protocol are as follows:
New transactions are broadcast to all agents.

Each agent collects a subset of new transactions into a block.

To verify its block, the agent has to solve a difficult Proof-of-Work task for that block.

When an agent solves a Proof-of-Work, it broadcasts the block and the solution to all agents.

Agents verify a Proof-of-Work, validity of transactions in the block, and their uniqueness and accept the block
if all verifications passed. Otherwise, block is rejected.

The accepted block is added to the end of chain, together with the hash that would be used to verify the
upcoming blocks.
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It could happen that two agents broadcast different versions of the next block simultaneously, and branching occurs in
the chain. The longest chain, i.e., the one containing the most Proofs-of-Work, is favored, it is considered to be the
correct one and all agents will keep working on extending it.
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The main task in designing and implementing BC is to ensure the consistency of distributed data, i.e., that each copy of
a data contains the same value. Another important task is to disable the analysis and knowledge discovery of recorded
data that would raise the privacy issues and compromise the entire system. Consequently, the evaluation of the system
security is one of the essential tasks that should engage advanced approaches and techniques, which, on the other hand,
should provide basis for the construction of safer components of the BC based systems.

Artificial Intelligence (AI) and BC are proven to be quite a powerful combination, improving virtually every
industry in which they’re implemented. Recently, it has been acknowledged that artificial intelligence
techniques can be of significant importance for the evaluation of components and entire BC systems
(Dillenberger et al, 2020; Marinkovi¢ et al, 2019; Salah et al, 2019; Tanwar et al, 2020; Wang et al, 2020). Al can
effectively mine through a huge dataset to create newer scenarios and discover patterns based on data behavior.
Therefore, the goal of this project is to provide contribution to the application of artificial intelligence in the BC
technology domain:

¢ Knowledge reasoning techniques can be used to analyze consistency of consensus algorithms for BC.

e Employment of Al techniques for the analysis of anonymous data in order to evaluate robustness of the

privacy protection in certain BC ledgers.

The project would deal with the open problems that have arisen due to the rapid technological breakdown and would
explore new artificial intelligence techniques for presenting and discovering knowledge, managing privacy, ensuring
consistency and reliability of modern BC technology. Within this project we propose to develop and use knowledge
reasoning techniques based on formal methods, non-classical logics, and metaheurists (the fields of expertise of the
project team members) to deal with the above mentioned challenges. The main research goal would encompass the
implementation and performance examination of the BC systems with incorporated the above mentioned artificial
intelligence techniques and their comparison with classical BC implementations.

The structure of BC and Al involvement are illustrated in Fig. 1.
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1.1. Objectives

e To develop formal logic based knowledge reasoning techniques for analyzing the BC protocol;

e to develop knowledge reasoning techniques and formal methods for privacy management based on
trustworthy BC technology;

to develop new Proof-of-Work tasks based on hard optimization problems and examine their performance;
to develop metaheuristic-based tools for the analysis of system security;

to employ Al techniques to evaluate security of certain BC consensus protocols;

to employ Al techniques to evaluate privacy evaluation of certain BC ledgers.
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1.2. Concept and methodology

As we already mentioned, formal methods, non-classical logics, and metaheurists will be used to model, analyze and
design various components of BC technology. Here we describe these concepts and methodologies concerning the
project issues in more detail.

1. Formal Models for privacy management

Linked data recently equipped with a type system (Jaksic et al., 2017) can statically detect run-time errors due to
privacy violations. Resources (URIs) are denoted by names from a specified set. Data are parallel composition of triples
of names (describing links between resources). Processes are m-calculus processes, without input and output
capabilities, and with introduced capabilities that describe the interaction between processes and data. Networks are
parallel composition of user names enclosing data and processes. In order to enable each owner of data to control
privacy of the data, we assign a query to each user name and also a query to each data triple. This is a simple yet
sufficiently powerful type assignment system which, together with the introduced query order, is able to statically check
if a network is well behaved. We plan to extend this pioneering work with focus to all three privacy violation groups,
data collection, processing a distribution (Solove, 2006) in linked open data setting. Behavioral types and session types,
which extend data types by describing also the structured behavior of programs, are a widely studied approach to the
enforcement of correctness properties in communicating systems and to the analysis of security protocols (Bartoletti et
al., 2015).

Recent results of formal models for management of privacy in the domain of linked data (Jaksic et al., 2017), access
control (Dezani et al., 2008) and multiparty conversations (Ghilezan et al, 2016; Bartolettiet al. 2015) will be further
developed to BC technology. We will build on our experience on behavioral types and contract theory as well as on a
novel approach formalizing the actor model as a type discipline. We will test the designed type disciplines in two
approaches to concurrency m-calculus and actor model against privacy violation and find the most appropriate for each
one of the three groups (collection, processing and distribution). We plan to examine privacy management in this setting
and extend the theory accordingly using all available type-theoretic methods (Dezani et al., 2008; Ghilezan et al., 2016;
Kouzapas and Philippou, 2018).

2. Randomness and probabilistic reasoning in privacy menagement

Reasoning with uncertainty has gained an important role in computer science, artificial intelligence and cognitive
science. These applications urge for development of formal models which capture reasoning of probabilistic features.
The group members have a recognised expertise in probabilistic logic (Ognjanovic et al., 2016). Recent work (Ghilezan
et al., 2018) develops a formal model for reasoning about probabilities of type systems with focus to lambda terms with
intersection types: its syntax, Kripke-style semantics and axiomatic system. The main results are the corresponding
soundness and strong completeness, which relay on two key facts: the completeness of lambda calculus with respect to
the filter lambda model and the existence of the maximal consistent extension of a consistent set. We plan to combine
this work with secrecy for multiagents and extend it to privacy management.

General Data Protection Regulation (GDPR) aims to give control to the citizens regarding the use of their personal
data by businesses and enterprises, by defining requirements for processing this kind of data. Specifically, the GDPR
requires that any business process must implement data protection by design and by default. One principled approach to
achieve this in the context of data mining is the mechanism of differential privacy. With differential privacy, there is a
guarantee that individual records of a dataset cannot be learned even when an arbitrary outside information is provided.
This is achieved by introducing randomness, by the data curator, into response to queries, posed by machine learning
algorithms to the database. The size of the randomness is controlled by the, so called, epsilon factor, or the privacy cost
that trades-off the level of achieved privacy with performance of the machine learning algorithm in question. Depending
on a given machine learning algorithm, there are many ways in which one can implement differential privacy. In
practice, the latter translates into the question at what level of the algorithm and what kind of queries will be perturbed
by noise.

3. Non-classical logic for analysis of BC protocols
Representation of and reasoning about knowledge are two of the main fields of Al that focus on:

e designing of representations that capture information about the world and

o developing methodologies that can be used to solve complex problems.
Mathematical logic provides some key enabling tools to describe and work with knowledge. Expressive power of non-
classical logics (epistemic, temporal, probabilistic, etc.) allows modelling properties of real-world situations and
reasoning about (possibly incomplete and/or uncertain) knowledge, its changes and resulting actions. Protocols can be
seen as formalizations of processes that perform actions and change states of systems. A well founded approach to
defining and analyzing messagepassing—based distributed and nondeterministic protocols is based on non-classical
logics and Kripke-like modal semantics with possible worlds equipped with probability measures and accessibility
relations concerning epistemic and temporal operators (see Halpern, 2017). To the best of our knowledge, the first paper
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in the literature which provides formal logical analysis of the BC protocol was by Marinkovi¢ et al, 2019 (one of the
authors is a member of the proposed project team). In this paper, the authors have proposed a strongly complete Hilbert-
style axiomatization of a temporal epistemic logic with respect to Kripke-like semantics in which the set of active
agents needs not be rigid, i.e., an agent may alternately become active and inactive. The formal language, besides
Boolean operators, included the temporal operators Next and Until, and the epistemic operators for Knowledge and
Common knowledge. The proved statements about the logic enabled to define a theory (a set of proper formulas) which
axiomatized the class of models describing the BC protocol. It was possible to investigate which assumptions about the
BC protocol (i.e., which formulas) entail particular properties of the protocol. The main result was that the proposed
theory which corresponds to the BC protocol is consistent, and that the theory implies that active agents, after a fixed
number of rounds, have an agreement and also that this agreement is their common knowledge (i.e., every agent knows
that every agent knows ... etc.). The assumptions that guarantee obtaining a consensus among the agents on the next
block to be added to the ledger are determined. The main shortage of the approach is that the paper does not consider
the probabilistic nature of the BC protocol, and the main constraint of the paper is the assumption that events with high
probability are necessary (i.e., they always happen).

However, as probabilistic nature is one of the main characteristics of the BC protocol, the presented results give only a
rough approximation of the BC protocol behavior. So, one of the goals of the project is to extend the previous work and
to develop a formal framework which will take more realistically into account probabilistic aspects of the BC protocol.
More precisely:

¢ aformal language (containing the probabilistic, epistemic and temporal operators) will be defined,
a Kripke-like semantics (i.e., a class of models) will be defined,
an axiom system will be proposed,
it will be proved that the axiomatization is sound and strongly complete wrt. the considered semantics,
decidability of the logic will be analyzed,
a theory (set of proper axioms) will be developed to describe the BC protocol, and
this theory will be used to analyze properties of the BC protocol.

Temporal and epistemic logics are broadly analyzed in the literature. The ability to describe properties of programs
using the future-time linear discrete temporal logic (LTL) focused research on it, while to characterize properties of
knowledge authors used axiomatizations based on modal systems S5 and KD45 (e.g., see Halpern et al, 2004.). A
bridge which connects semantics and syntax can be established by the soundness and completeness theorems. The usual
forms of those theorems are:

o the weak (or simple) completeness: a formula is consistent iff it is satisfiable (i.e., a formula is valid iff it is

provable), or
o the strong (or extended) completeness: a set of formulas is consistent iff it is satisfiable (a formula is a
syntactical consequence of a set of formulas iff it is a semantical consequence of that set).

While the former statement follows trivially from the latter, the opposite direction does not. In classical propositional
and first-order logics these theorems are equivalent, thanks to a significant property called compactness: a set of
formulas is satisfiable iff every finite subset of it is satisfiable. The main technical challenge in axiomatizing
probability, temporal and epistemic logic and their combination lies in the fact that for these logics the property of
compactness does not hold. Thus, we propose an approach that solves that issue by relying on infiniteness which has
proved to be a powerful tool in this endeavor. Some basic efforts in that direction are presented in the book by
Ognjanovi¢ et al., 2016 (the first author is a member of the proposed project team). We will use tools as weak as
possible, i.e., to limit the use of infinitary means limiting ourselves to use countable object languages and finite
formulas, while only proofs are allowed to be infinite. Another important problem which will be addressed is related to
decidability. We will develop an efficient decision procedure which combines reduction to finitely representable
discrete linear time models, filtration for modal logics and solving of linear systems that represent probabilistic
constraints.

4. Metaheuristics for designing and analysis of BC consensus protocols

Metaheuristics are modern optimization methods, usually based on well-known biological processes (for example the
swarm intelligence), that have recently been shown extremely efficient for data classification, feature selection and
knowledge extraction out of big databases. Within the BC systems, metaheuristics were used for modeling and
implementing data verification procedures, and our investigations would extend these results as well as include
considering of other system components.

In a large number of scenarios we face particular instantiations of the following general problem: All updates of a huge
database should be verified before becoming effective. A generic approaches for performing the verification is the
centralized one where a trusted party check and verifies all the updates. The main problem with this approach is
necessity of existence a third trusted party as well as the generic problem of the single point of failure. Recently, as an
alternative approach, the BC paradigm has been proposed within the Bitcoin proposal, where the verification is
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performed in a distributed manner without requirement for the third trusted party as the verification arbiter. The
removal of the third trusted party and the distributed verification approach requires an appropriate technique for
achieving the verification decision: For this purpose the BC-based verification employs the so called consensus
protocol. This consensus protocol appears as a system overhead. We could say that the escape from the centralized
verification paradigm should be paid by the overhead related to the required BC consensus protocol. The overheads
implied by the employed consents protocol could be very large and it is an open research issue to construct dedicated
consensus algorithms in order to minimize the overheads in a system based on BC technology.

Traditional BC consensus protocols (see: Salah et al, 2019):
1) Proof-of-Work (PoW)

2) Proof-of-Stake (PoS)

3) Byzantine Fault Tolerance (BFT)

4) Proof-of-Activity (PoAc)

5) Proof-of-Burn (PoB)

6) Proof-of-Elapsed-Time (PoET)

7) Proof-of-Capacity (PoC)

8) Proof-of-Authority (PoA)

9) Proof-of-Importance (Pol)

For example, let public key cryptography with the PoW mechanism is used to provide a safe, controlled and
decentralized method for managing the consistency of BlokChain system. In order to add new blocks to BC, agents
must compete to find the right public key, the number that is less than the given target. The difficulty in finding the
right value is also sometimes called a cryptographic puzzle (Syafruddin, et al, 2019). BC security generally comes from
such a cryptographic puzzle used for adding (mining) new blocks into the system. However, this consensus algorithm
was facing some serious problems in wasting too much electrical energy because it requires a lot of computer
calculations (Taylor, 2018). In (Syafruddin, et al, 2019) it is proposed to change PoW mechanism in such a way that,
instead of hash function (the usual cryptographic puzzle), agents need to solve a hard combinatorial optimization
problem, namely Traveling Salesperson Problem, TSP. A suboptimal solution of a large TSP instance is provided (as a
target value) with each new block to be added to BC. To obtain a representative target value, Particle Swarm
Optimization (PSO) metaheuristic was used. This concept is new and slightly explored, and therefore, opens a whole
new research topic involving different optimization problems (satisfiability, set partitioning, packing and scheduling,
etc.) as well as various metaheuristic methods, especially Variable neighborhood Search, VNS (Mladenovi¢ and
Hansen, 1997; Hansen et al, 2017) and Bee Colony Optimization, BCO (Teodorovi¢ and Dell'Orco, 2005, Davidovié,
2015). The realized BC systems could be compared with the ones using classical PoW mechanism and Proof-of-Collatz
Conjecture (PCC), proposed in (Aljassas and Sasi, 2019).

5. Metaheuristics for clustering in BC systems
Motivations for clustering of BC data can be classified into three following categories: 1. Fraud Detection and Law
Enforcement, 2. Systems Insights, and 3. Anonymity and Traceability.

1. By design, all transfer of currency is publicly and persistently recorded, so it would seem that thieves should be
exposed when they try to cash out by exchanging the cryptocurrency for conventional fiat currency. A related
objective is tracing the flow of finances among people and organizations engaged in criminal activities that are
using Bitcoin for payments, e.g., the WannaCry ransomware attack (Collins, 2017). However, such detection is
difficult in practice because there is no requirement for Bitcoin addresses to be registered in any manner, at least
until a transaction with a conventional currency exchange is required. Further, there is no practical limit on the
number of addresses that a person or organization may generate, so it is easy to create complex chains of transfers
that obfuscate the origin of funds. Nevertheless, a careful study of Bitcoin addresses and transactions, along with
some external information, such as accidentally or casually revealed connections between Bitcoin addresses and
entities, can be used to uncover many such schemes.

2. The global, distributed, peer-to-peer system that maintains BC is an intriguing and impressive artifact in its own
right, worthy of study for computer science and, in particular, systems insights (Awan and Cortesi 2017,
Pongnumkul et al, 2017). More specifically, by studying the frequency, value, and other characteristics of
transactions, and other properties of the underlying system, and designers of not only BC systems, but other large
distributed systems as well, are likely to derive valuable insights.

3. Bitcoin provides a form of anonymity that has been called pseudoanonymity: On one hand, every Bitcoin
transaction is fully public, and permanent, and thus practically impossible to conceal. On the other, the only form
of identity required to transact in Bitcoin is a randomly generated address, which on its own lacks any identifying
information. While this anonymity can and has been used for nefarious purposes, it is also useful for legitimate
privacy reasons. However, as noted in the original Bitcoin paper (Nakamoto, 2008) itself, the anonymity of a
Bitcoin address’s owner may be compromised by patterns in transactions. Studying clustering and related methods
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for analyzing BC allows the community to better understand the limitations of the anonymity provided by Bitcoin
and other BCs (Ober et al, 2013).

The main ingredients in BC clustering are as follows: Modeling of data, Decision what will be clustered, and Evaluating
clustering.

Modeling data in BC

The same base BC dataset may be modeled and abstracted in different ways for the purposes of clustering. For example,
Bitcoin transaction data may be modeled as a graph with transactions represented by vertices and input-to-output
references modeled by directed (reverse) edges, but also as a graph with Bitcoin addresses as vertices and payments as
edges. In addition, models may include the other components of the BC infrastructure, such as transactions, the blocks
themselves, and the hosts in the peer-to-peer network (represented by addresses, owners, nodes).

Clustering
The first approach is based on applying mostly conventional, well-studied clustering algorithms (e.g., k-means) and

robust implementations to feature-vectors extracted from BC datasets (Ghahramani, 2004, Jain et al, 1999, Kohonen,
2013, Zhang, 2007). The key tasks in this case are determining the set of features to use, extracting them effectively
from the underlying data, and transforming them (e.g., scaling, normalization) to improve clustering. The associated
challenge of scaling clustering methods to the size and throughput of BC datasets is an important one as well, but one
that may be addressed using well-developed prior work on clustering large datasets in general.

The second approach is based on a more direct utilization of the particular characteristics of BC data, e.g., co-
occurrence of transaction inputs, or other temporal patterns (Epishkina and Zapechnikov, 2017) and their associated
semantics, e.g., identical or closely related owners. The key tasks in this case are determining which semantics,
assumptions, and heuristics to use for the purpose of forming clusters, and designing algorithms tailored to those that
are capable of efficiently operating on the large datasets involved.

Evaluating clustering

The most direct methods for evaluating the results of a clustering algorithm, and related indices (such as purity and
entropy), are based on determining how well the algorithm detects clusters that have been determined by some other
method, typically with human input. For BC data, such an external evaluation method is of very limited effectiveness
due to the scarcity of such tagged and well studied datasets. The volume of data, as well as other characteristics, mean
that it is impracticable to rely on the availability of such test data in the near future as well. It is therefore necessary to
use methods that do not rely on human-studied datasets but, instead, use some other intrinsic characteristics of the input
data and output clusters, i.e., an internal method. Majority of these methods are distance-based and selecting proper
distance is one of the most important tasks.

Generally, there are two variants of clustering: supervised clustering and unsupervised clustering. In the supervised
clustering the goal is to learn a model from labeled data sets. The learned model is then applied to an unlabeled (unseen)
test set and the method is validated based on how successful it was in dividing test data into proper (correct) classes.
The disadvantage of supervised learning techniques is that they are limited to learning from labeled datasets which are
often expensive, time consuming, or difficult to generate. If the available labeled dataset is too small and does not
represent the true variance of the data space then generalization performance may be poor. Most of supervised
clustering methods are based on artificial neural networks (ANN) and support-vector machines (SVM). In the
unsupervised clustering the goal is to develop method which can cluster (divide) arbitrary dataset (from the
corresponding family), usually by minimizing (maximizing) value of selected evaluation function. Therefore, the
unsupervised clustering can be considered as combinatorial optimization problem, and because of that any of
metaheuristic method can be applied for solving. Different metaheuristics are successfully applied to similar problems:
p-median, p-center, clique partitioning problem (Brimberg et al, 2017), etc. Especially, we think that variable
neighborhood search, Primal-Dual variable neighborhood search (Brimberg et al, 2009) and bee colony optimization
(Davidovic et al, 2018) can be applied for unsupervised clustering.

During the project we will analyze BC data and decide how to model these data (as vectors of extracted features, or as
vertices of directed graph with arcs describing relation between vertices). After that, we will implement methods for
clustering based on the above mentioned metaheuristics. Implemented methods will be executed on selected BC data,
and obtained clusters will be further analyzed.
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1.2.1. Data usage

What types of data will the Project generate/collect?
The project will generate data in certain BC ledgers, and also will use data from certain already existing
public BC ledgers.

What significant datasets are needed for the Project implementation? Specify data types and data size.
Specify primary or secondary use of data.

The data will be used for evaluating the security and privacy issues. The data size will be determined during
the project implementation and this is not a restrictive issue.

Do you already have access to this data, or will the data be obtained during Project implementation? If the
data is to be obtained during Project implementation, specify so.

Certain data could be collected from already existing BC ledgers, and additional data will be generated
during the project implementation.

How will the data be stored and accessed? What measures will be taken to ensure secure data storage and
use, including data security?

This issue appears as not relevant because the data employed from the public BC ledgers are already public,
and the data to be generated will also be considered as the public ones.

Who will have access to the data during Project implementation?
Any project member could have access to the data.

How will the data be used with reference to AI?
The data will be inputs to Al algorithms.

How will the costs for data curation and preservation be covered?
Basically “no costs”.

How will these data be exploited and/or shared/made accessible for verification and re-use during and after
Project implementation? If data cannot be made available, explain why.
Simply — data are public.

Who will have access to the data after Project implementation?
As already claimed — the data employed are public.

Who will have access to the code, or software after Project implementation ends?
To be decided and according suggestions after the project acceptance — depending on the intellectual property
protection approach.
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1.3. Ambition

Describe the advance your proposal would provide beyond the state-of-the-art, and the extent to which the
proposed work is ambitious.

Security evaluation of the BC consensus protocols and privacy issues related to the BC ledgers are already
recognized and considered as important topics. This project addresses these issues from a different
prospective employing Al which is an approach that has not been widely explored up to now. In the
scientific literature the mentioned issues are seldom explored. The proposed approach is new, provides
promising tools, and opens a bunch of new research topics.

Describe the novelty (e.g., ground-breaking objectives, novel concepts and approaches, new products,
etc.) which the proposal represents.

Certain recently developed techniques of Al, non-classical logic for analysis of some BC protocols and
metaheuristics for clustering in BC systems appear as novel background approaches for security
evaluation of BC consensus protocols and consideration of privacy issues within BC ledgers.

Describe the significance of the proposed research, innovation and application potentials, and potentials
for future extensions.

BC technology is on a sharply rising track as well as applications of Al regarding BC technology. Al and
BC are proved to be quite a powerful combination, improving virtually every industry in which they’re
implemented, from food supply chain logistics and healthcare record sharing to media royalties and
financial security. Therefore, the significance of the proposed research is that it provides an additional
background for further advances in the addressed areas.

2. Impact

2.1. Expected impact

Describe the expected impact of the Project on the scientific community, society, economy, industry,
healthcare, education, environment, dual use issues etc., as applicable.

BC technology has been recently well recognized as an important one not only from scientific point of
view (because it has opened a large number of interesting research topics) but also as a technology useful
for addressing a large number of society, economy, industry, healthcare, education, and environment
issues. Beside other requirements, BC should provide security and privacy protection. The scientific
impact of this project is straightforward because its main objectives include developing of advanced
techniques based on Al for security evaluation of the BC consensus protocols and privacy protection
evaluation at the BC ledger. The obtained results will hopefully be published in prestigious international
journals and conferences and became accessible to the wider scientific community. High level of public
interest in results of the project will be created by dissemination activities, especially by organizing an
Al4TrustBC-Open Day for the representatives of IT companies, government bodies, and other potential
users. This event could serve to initiate collaboration directed to solving practical problems.

Specify any target group or final beneficiaries who will be impacted by the Project, where applicable.
Describe the type and level of impact.

Final beneficiaries of the project realization are within the following: the scientific community, society,
economy, industry, healthcare, education, environment in the way explained above.

Does the Project affect any particular category of the target groups and final beneficiaries directly or
indirectly, intendedly or unintendedly?
No.

Describe the mid-term and long-term impact of the Project, including the information on impact which
will appear after the Project implementation.

The project impacts will follow the future wide spreading of BC technology and the related applications
in both, the mid-term and the long-term sense. The Internet of Things (loT), artificial intelligence (Al),
and BC represent an unprecedented opportunity for the enterprise and the public sector. Every institution
capable of exploiting these technologies will have a chance to radically streamline and enhance existing
processes, create entirely new business models, and develop innovative products and services for a new
generation of consumers. But this isn’t a vision of a utopian, tech-enabled future—the technology
capabilities are available today to help us build the business of tomorrow. The project addresses open
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problems arising from rapid technological growth and develops new Al techniques of knowledge
representation and privacy management based on trustworthy BC Technology. The impact is ranging from
foundational to highly practical and from individual privacy protection to the society as a whole, where
privacy is one of the key issues.

2.2. Dissemination of results
Dissemination strategy:

To communicate the results at national level.

To disseminate the results at international level.

To reach out to the industrial, private and public sector.
Open access.

Web page.

Social networks and media.

Dissemination and communication activities.

Seminars and colloquia at MISANU are organized on a regular basis (weekly, be-monthly, monthly). Video
transmission is providing availability nationally and internationally in academia and non-academic sector. This
will be the basic regular dissemination tool for the entire duration of the project.
http://www.mi.sanu.ac.rs/novi_sajt/research/seminars _and_colloguiums.php

The results will be

communicated at some of the following international conferences:

* International Conference on Blockchain for Science, Research and Knowledge Creation (ICBSRKC) -
Boston, United State, Apr. 2021;

= International Conference on Blockchain for Internet of Things (ICBIOT) - Jerusalem, Israel, Apr.
2021;

= International Conference on Internet of Things and Blockchain (ICIOTB) - Tokyo, Japan, June 2021;
= Logic and Applications 2020, 2021 Dubrovnik, Croatia;

= ECSQARU - European Conferences on Symbolic and Quantitative Approaches to Reasoning with
Uncertainty 2021;

= JELIA - European Conference on Logics in Artificial Intelligence 2022;

= SYMORPIS - Symposium on Operations Research 2021, 2022;

=  MOTOR - Mathematical Optimization Theory and Operations Research 2022.
published in international peer-reviewed scientific journals;

communicated to international projects in which the Al4TrustBC team is involved (H2020, COST,
ERASMUS, bilateral);

promoted to international partners and partner institutions (Japan, China, India, USA, EU).
The conference: “Security, privacy and BC Technology for Trustful Cyberspace”, will be organized Oct. 2020
at the Serbian Academy of Sciences and Arts, Belgrade.
Al4TrustBC-Open Days will be organized in Belgrade and Novi Sad to present the current achievements,
findings, their impact and to define practical problems and needs of the potential users of the project results.
These events will follow very positive experiences gathered at the meeting "Privacy in Digital Age: Illusion or
a National Challenge" (http://www.mi.sanu.ac.rs/novi_sajt/research/conferences/FPDD/index.php) organized
on October 10, 2017 in the Serbian Academy of Sciences and Arts. The goal of the events is to increase the
impact of project results to society and industry and establish better ties and cross-domain coordination with IT
companies, government bodies, financial sector, healthcare, industry, and other potential users with an aim to
initiate joint activities directed at solving their practical problems and needs, and exploiting the full potential of
the scientific results. By organizing two events we hope to cover wide range of stakeholders, including
MISANU's partners and particularly numerous startup companies connected to FTN.
Research results are going to be in open access on the open science portals of MISANU, Open UNS
(https://www.open.uns.ac.rs) and NAPON (Nacionalni portal otvorene nauke, http://www.open.ac.rs). Patents
and tools are going to be protected and managed under intellectual property regulations.
Creating and developing a freely accessible website of the project with access to relevant outcomes of the
project, not only to the members of the project, but to all interested parties.
Social networks and media (LinkedIn, Facebook, Twitter, Instagram) will be a regularly used to disseminate
and promote the project results on a large scale.
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3. Implementation Plan

3.1. Credentials of PI and the members of Project team

The research team has been chosen in such a way that it fully covers all of the necessary expertise for the delivery of the
project objectives. Senior members of the team (T. Davidovi¢, S. Ghilezan, M. Mihaljevi¢, Z. Ognjanovi¢ and D.
UroSevi€) are internationally recognized experts in their research fields (see Part B of the project proposal). PhD
students are recruited in the team to obtain experience in these attractive research topics.

The complementarities of the senior team members are related to the differences between their expertises:

Team member Expertises Objectives
T. Davidovié¢ mathematical optimization, | to develop new Proof-of-Work tasks based on hard
population based heuristic methods optimization problems and examine their performance
S. Ghilezan formal methods and privacy to develop knowledge reasoning techniques and formal
methods for privacy management based on trustworthy
BC technology
M. Mihaljevié cyber-security to employ Al techniques to evaluate security and privacy
in certain BC
Z. Ognjanovi¢ non-classical logics, uncertain | To develop formal logic based knowledge reasoning
reasoning techniques for analyzing the BC protocol

D. UroSevi¢ mathematical modeling, exact and

heuristic solvers

to develop metaheuristic-based tools for the analysis of
system security

Despite the mentioned complementarities, the strong synergy of the team members has already been established as they
have already published joint scientific results (e.g., Ghilezan et al, 2018; Stojanovic et al, 2015; Tomovic et al, 2016).

Table 3.1. Members of the Project team

ID Name and family name Scientific arjd Research Person-months Effective person-
Organization months
Pl Tatjana Davidovi¢ Mathematical Institute SASA 24 7.2
i . Faculty of technical Sciences,
P1  (Silvia Ghilezan University of Novi Sad 24 3.6
P2  [Miodrag Mihaljevi¢ Mathematical Institute SASA 24 7.2
P3  [Zoran Ognjanovic Mathematical Institute SASA 24 7.2
P4  [Dragan UroSevi¢ Mathematical Institute SASA 24 1.8
P5  |Angelina lli¢-Stepi¢ Mathematical Institute SASA 24 7.2
P6  [Sejla Dautovi¢ Mathematical Institute SASA 24 7.2
P7  Milan Todorovi¢ Mathematical Institute SASA 24 7.2
., Faculty of technical Sciences,
P8  [Tamara Stefanovic¢ University of Novi Sad 24 7.2
P9  |Luka Matijevic¢ Mathematical Institute SASA 24 3.6
P10  [Porde Jovanovi¢ Mathematical Institute SASA 24 3.6
Total Person-months:264 Total E.ffectlve person-
months:63
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To fulfil the project objectives, the team members will be divided into groups as follows: S. Ghilezan and T. Stefanovi¢
(WP1); Z. Ognjanovi¢, A. lli¢-Stepi¢, and S. Dautovi¢ (WP1); T. Davidovi¢, D. Urodevié, L. Matijevi¢, and D.
Jovanovi¢ (WP2) to develop the proposed knowledge reasoning methodologies. M. Mihaljevi¢ and M. Todorovié¢ will
perform preparatory work in WP3. M. Mihaljevi¢ will be involved in WP1 and WP2 to support the development of the
proposed techniques and to guarantee their applicability to BC. In the second phase of the project, these groups will
collaborate to employ the developed methodologies in the analysis of certain BCs (WP3). The partner SROs will
provide the adequate research infrastructure (space, libraries, Internet, access to WoS and SCOPUS services). In
addition, partner SROs will support the organization of Al4TrustBC-Open Days in Belgrade and Novi Sad.

3.2. Implementation plan

The Project implementation plan involves 4 work packages (WP). Within WP1 formal knowledge reasoning
techniques and methods for privacy management and analysis of consensus algorithms for BC will be developed. WP2
will be devoted to the development of metaheuristics based methods for design and performance evaluation of
consensus protocols and evaluation of privacy protection robustness for BC. After the preparatory activities in WP3
(reviewing the consensus protocols and ledgers generated within certain BC and selecting the ones to be subject of the
security evaluation by the developed methodologies), outputs of WP1 and WP2 will be applied to the selected BCs.
The project management activities (coordination with other WP leaders, budget maintenance, dissemination) will be
performed in WP4.

Table 3.2a: List of work packages (WP)

WP WP title WP Lead SRO’s WP Lead . team Start month End month months of WP
No acronym member’s ID durati
uration
Developing  knowledge | FTN
1 reasoning techniques and P1 1 24 24
formal methods
Developing
2 metaheuristic-based tools | MISANU P4 1 24 24
for BC
Security/Privacy
3 Evaluation of BC | MISANU P2 1 24 24
Consensus/Ledger
4 Management MISANU Pl 1 24 24

Table 3.2b: Work package description
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Work package number | 1 Work package title | Developing knowledge reasoning techniques and formal
methods

Lead SRO’s acronym FTN, MISANU

Team member ID P1, P2, P3, P5, P6, P8

Objectives

01.1 to develop formal logic based Knowledge reasoning techniques for analyzing the BC protocol
01.2 to develop knowledge reasoning techniques and formal methods for privacy management based on trustworthy
BC technology

Description of work (where appropriate, broken down into sub-activities), and role of team members

WP1 will investigate and develop formal knowledge reasoning techniques and methods for privacy management
based the BC protocol and analysis of consensus algorithms for the BC protocol.

The tasks of this work package will be as follows:

T1.1 Introducing a probabilistic temporal epistemic logic (to define a formal language, syntax and
semantics, and to give an axiom system).

T1.2 Analyzing the logic and prove the main theorems about the logic (soundness, strong completeness,
decidability).

T1.3 Describing the BC protocol using the proposed logic and analyzing properties of the BC protocol,
particularly its consensus algorithms.

T1.4. Developing robust extensions of concurrent and process models for formalization of decentralized
privacy in BC technology and proving liveness, correctness and safety.

T1.5. Exploring new concepts of privacy based on known concepts of differential, contextual and inverse
privacy in order to handle privacy issues suitable for trustworthy BC technology.

T1.6. Developing a tool for privacy management based on trustworthy BC technology.

T1.7. Performing a comparative analysis of existing tools for privacy management.

Links with other WPs: WP1 works with WP3 to apply developed formal methods and techniques to analyze the BC
protocol.

Role of team members: P1 will coordinate the investigation carried out in this WP. P3, P5 and P6 will be
responsible for T1.1-T1.3. P1 and P8 will be responsible for T1.4-T1.7. P2 will be involved in T1.3 and T1.7 to
ensure that the developed formal methods and techniques are suitable to analyze the BC protocol.

Deliverables of the work package (brief description and month of delivery)

D1.1 (Month 7) A report defining the formal probabilistic temporal epistemic logic

D1.2 (Month 10) A report on a strongly complete axiomatization of the logic

D1.3 (Month 12) A report on analyzing decidability of the logic

D1.4 (Month 18) A report giving a formal description of the BC protocol

D1.5 (Month 7) A report describing models for privacy management

D1.6 (Month 9) A report giving a comparative analysis of differential privacy, contextual privacy and
inverse privacy

D1.7 (Month 12) An environment for privacy management based on trustworthy BC technology

D1.8 (Month 18) A report on the comparative analysis of existing tools for privacy management
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Work package number | 2 | Work package title | Developing metaheuristic-based tools for BC
Lead SRO’s acronym MISANU

Team member ID Pl, P4, P9, P10 & P2

Objectives:

02.1: to develop new Proof-of-Work tasks based on hard optimization problems and examine their performance;
02.2: to develop metaheuristic-based tools for the analysis of system security.

Description of work (where appropriate, broken down into sub-activities), and role of team members

Within WP2 we will explore the metaheuristics to design and performance evaluation of consensus protocols and to
evaluate robustness of the privacy protection in BC technology.

The following sub-activities (tasks) can be identified:

T2.1: Studying literature and identifying potential points of interests in both related topics (PI, P4, P9, P10).

T2.2: Selection and instalation of proper BC platforms and implementations for further analysis (PI, P4, P9, P10).
T2.3: Developing of metaheuristic-based consensus protocols and their evaluation (P1, P9, P10)

T2.4: Developing of metaheuristic-based clustering and post-clustering analysis and their evaluation (P4, P9, P10)
T2.5: Preliminary evaluation (P1, P2, P4, P9, P10)

Links with other WPs: WP2 works with WP3 to apply developed tools and examine their performance with respect
to the existing approaches.

Role of team members: P4 will coordinate activities within WP2 and participate in the implementation tasks. PI, P9,
P10 will implement and evaluate the proposed metaheuristic-based tools. P2 will ensure that the developed formal
methods and techniques are suitable to analyze the BC protocol.

Deliverables of the work package (brief description and month of delivery)

D2.1 (Month 4) A report describing state-of-the-art tools from the relevant literature and topics for further
investigation

D2.2 (Month 8) Activation of selected BC platforms and short user manual

D2.3 (Month 12) An implementation of metaheuristic-based clustering (codes and documentation)

D2.4 (Month 15) An implementation of metaheuristic-based consensus protocol (codes and documentation)
D2.5 (Month 18) A report describing application and preliminary evaluation of the proposed methodology
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Work package number | 3 | Work package title | Security/Privacy Evaluation of BC Consensus/Ledger

Lead SRO’s acronym MISANU

Team member 1D P2, P7-P8 & P1, P3, P5, P6, P8 & PI, P4, P9, P10

Objectives
03.1: Security evaluation of certain BC consensus protocols employing techniques of Al.
03.2: Privacy evaluation of certain BC ledgers employing techniques of Al.

Description of work (where appropriate, broken down into sub-activities), and role of team members

Description

The work consists of the following two main phases: (i) the preparation analysis to be performed within the task T3.1
and T3.2; and (ii) the evaluation phase to be performed within the tasks T3.3 and T3.4.

T3.1: Review of the consensus protocols and selection of the ones to be subject of the security evaluation

T3.2: Review of the ledgers generated within certain BC applications and selection of the ones to be subject of the
privacy evaluation.

T3.3: Security evaluation of the consensus protocols selected in T1 employing approaches from WP1.

T3.4: Evaluation of the privacy issues at the BC ledgers selected in T2 employing approaches from WP1 and WP2

Links with other WPs: As given above regarding T3.3 and T3.4.

Role of team members: .

P2 is coordinator of all activities within T3.1-T3.4, and the principal investigator regarding T3.1 and T3.2.
T3.1 and T3.2 will be mainly realized by P2, P7 and P8 with consulting support from PI, P1, P3 and P4.
T3.3 will be jointly realized by P2, P7 and P1, P3, P5, P6, P8.

T3.4 will be jointly realized by P2, P7 and PI, P4, P9, P10 and P1, P3, P5, P6, P8.

Deliverables of the work package (brief description and month of delivery)

D3.1. Report on the BC consensus protocols selected for the security evaluation (month 6)
D3.2. Report on the BC ledgers selected to be subject of privacy evaluation (month 8)
D3.3. Report on the security evaluation of certain BC consensus protocols (month 24)
D3.4. Report on the privacy evaluation of certain BC ledgers (month 24)

Work package number | 4 | Work package title | Management

Responsible SRO MISANU
Team member ID Pl
Objectives:

04.1: Coordination of project activities, maintaining schedules and correcting potential deviations.

Description of work (where appropriate, broken down into sub-activities), and role of team members

Coordination with other WP leaders, budget maintenance, dissemination of project. The aim of this WP is to provide
financial, legal, and other management activities necessary in a project of this kind. Within this WP activities related
to dissemination (creating the project website and FB-page, organizing two Al4TrustBC-Open Days in Belgrade and
Novi Sad) will be organized by the technical departments of MISANU and FTN (expenses expressed in the
MISANU and FTN overhead section of the budget).

Deliverables of the work package (brief description and month of delivery)

D4.1 (Month 3) Al4TrustBC-website and Facebook-page

D4.2 (Month 3) Quartile report about progress of the project

D4.3 (Month 6) A report about project results (to be update every 3 months)

D4.4 (Month 15) Presentation of project and the obtained results at MISANU Seminar
D4.5 (Month 18) Al4TrustBC-Open Days

DA4.6 (Month 20) A report about Open Day meetings
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e Present the major deliverables of the Project matching the deliverables presented for each work package.

Table 3.2c: Major Deliverables

Deliverable ID Deliverable name WP No Month of delivery

D11 A report _deflqlng _the formal probabilistic WP1L 7
temporal epistemic logic

D12 A report on a strongly complete axiomatization of] WP1 10
the logic

D1.3 /A report on analyzing decidability of the logic WP1 12

D14 /A report giving a formal description of the BC WP1 18
protocol

D15 A report describing models for privacy WP1 7
management
/A report giving a comparative analysis of

D1.6 differential privacy, contextual privacy and WP1 9
inverse privacy

D17 /An environment for privacy management based on WP1 12
trustworthy BC technology

D18 /A report on the comparative analysis of existing WP1L 18
tools for privacy management

D2.1 /A report describing state-of-the-art tools from the WP2 4
relevant literature and topics for further
investigation

D2.2 /Activation of selected BC platforms and short user, WP2 8
manual

D2.3 /An implementation of metaheuristic-based WP2 12
clustering (codes and documentation)

D2.4 /An implementation of metaheuristic-based WP2 15
consensus protocol (codes and documentation)

D2.5 /A report describing application and preliminary WP2 18
evaluation of the proposed methodology

D3.1 Report on the methodology framework for| WP3 6
knowledge reasoning techniques and algorithms
for clustering and PoW

D3.2 Report on the BC consensus protocols and ledgers WP3 8
selected to be subject of security and privacy|
evaluation

D3.3 Report on the security evaluation of certain BC WP3 24
consensus protocols

D3.4 Report on the privacy evaluation of certain BC WP3 24
ledgers

D4.1 Al4TrustBC-website and Facebook-page WP4 3

D4.2 Quartile report about progress of the project WP4 3

D4.3 /A report about project results (to be update every WP4 6
3 months)

D4.4 Presentation of project and the obtained results at WP4 15
MISANU Seminar

D4.5 Al4TrustBC-Open Days WP4 18

D4.6 WP4 20

/A report about Open Day meetings
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e Present a list of milestones which will map the progress in achieving the objectives of each work package.

Table 3.2.d: Milestones

Milestone

D! Milestone name Means of verification WP No | Due month?

M1.1 /Agreement on /Agreement among WPs communicated to Pl 1,3 6
methodology framework
for knowledge reasoning

techniques

M1.2 Formal probabilistic /A report published on the arXiv.org 1 9
temporal epistemic logic
established

M1.3 BC protocol and privacy |A report published on the arXiv.org 1 18

analyzed using the
knowledge reasoning
techniques

M2.1 /Agreement on /Agreement among WPs communicated to Pl 2,3 6
algorithms for clustering
and PowW

M2.2 Metaheuristic-based Program code and documentation 2 12
tools for clustering in
BC

M2.3 Metaheuristic-based Program code and documentation 2 15
PoW tasks
implementation

M3.1 /Agreement on /Agreement among WPs communicated to Pl 1,3 6
methodology framework
for knowledge reasoning

techniques

M3.2 /Agreement on /Agreement among WPs communicated to Pl 2,3 6
algorithms for clustering
and PowW

M4.1 Financing provided for |Annual report approved by the Program Committee of4 14
the second year of the  |The Fund
project

M4.2 Feedback from Open  |A report about Open Day meeting 4 20

Day participants

! The ID should be composed as M1.1 where the first number represents the number of WP, while the second refers to
the number of the particular milestone. In case you have several milestones for one WP, please mark them as M1.1,
M1.2 etc.

2 Month in Project. Data should match the Gantt Chart.
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e  Present the costs of all budget categories of the Project.

Table 3.2.e: Budget

Budget category’ Costs in EUR % of budget
Personnel 97,168.05 55.17
Travel 0 0
Conferences and publications 26,400.00 14.99
Equipment 36,355.93 20.64
Consumables 0 0
Services and subcontracting 1,200.00 0.68
Dissemination 4,000.00 2.27
Other costs 0.00 0.00
SROs overhead 11,000.00 6.25
Total 176,123.98 100
e Provide a short narrative description of all budget categories of the Project.
3.3. Risk management
Table 3.3. Risk management
Risk Description Risk mitigation measure to be undertaken by members of Risk level*
assessment of the risk the Project team or SRO
OD]? tsﬁgl ﬁtslﬁg Methodology appears as inappropriate
Methodology - - - - -
- . The project team includes experts in their research fields. low
risk Actions to be h .
Interaction among them will ensure that the proper changes
undertaken .
of the methodology will be proposed
Description A . . .
Work packages, of the risk The objectives/deliverables/milestones cannot be achieved
dellv_erables and Actions to be | Adapt the objectives/deliverables/milestones to the closest low
milestones . .
undertaken ones which are achievable
Members of the [())ist%r;[;tilstl)(n Members of the project team appear as unavailable
project team and Actions to be Employ additional members or redistribute the jobs over low
SROs .
undertaken the available members
Description
Procurement of the risk Mot refevent /
Actions to be /
undertaken
DeSCI’Ipt.IOH Shortage of the budget
. of the risk
Budgetary issues - low
Actions to be Reduction of the budget spendin
undertaken getsp 9
Description
. of the risk
Other risks Actions to be
undertaken

This is the end of Project Description Part A; please continue to Project Description Part B.

*Make sure to include any significant items of technical equipment, relevant to the Project proposal, as well as

software.

* Indicate risk level as high/medium/low.
% Insert more rows according to the number of detected risks.
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