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Cybersecurity
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jedan od kljucnih izazova danas:
“CyberSecurity”

CYBERSECURITY

CRYPTOLOGY




Kriptologija je kljuCna matematiCka disciplina na
osnvu koje se izgradje informaciona i sajber
bezbednost.

Ovo izlaganje sumira dostignuca tokom dve
decenije razvoja kriptologije u MI-SANU.

Ukazuje se na ostvarene rezultate u domenima
osnovnih istrazivanja i tehnoloski orijentisanih
projekata kojima je MI-SANU postao vodeca
nacionalna i regionalna institucija u oblasti
Kriptologije 1 njenih primena za ostvarivanje
Informacione | sajber bezbednosti.

Posebno se ukazuje i na niz internacionalnih
saradnji koje su bitho doprinele visokoj
medjunarodnoj reputacji MI-SANU.



|. Jedan iIstorijski pogled na
Kriptologiju

Prvi Racunar
&
od “Vestine Tajnopisa” do Kriptologije
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Kriptoanaliza Enigme

Known plaintext attacking ~Paradigm of Exhaustive

scenario Serach
« Kako dobiti » Kako pretrazivati po
korespodentne parove prostoru mogucih

otvorenog teksta i Sifrata hipoteza



The working rebuilt Bomb at Bletchley Park museum. Each of

the rotating drums simulates the action of an Enigma rotor.
Prvi (Elektomehanicki) racunar
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Radjanje
Kriptologije | Teorlje Informacija



Claude Shannon (1916-2001)
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Teorija Informacija | Kriptologija:
Novi Domeni Nauke

 Teorija Infrmacija < Kriptologija

 C. E. Shannon, “A « C. E. Shannon
mathematical theory "Communication
of communication”. Theory of Secrecy
Bell System Technical Systems". Bell
Journal, vol. 27, pp. System Technical
379-423 and 623— Journal, vol. 28 (4),

656, July and October pp. 656—715, 1949.
1948.
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Information and Coding Theory

Information Theory Coding Theory

Keywords Keywords

« Entropy * Reliable Communications
« Equivocation * Linear Block Codes

« Channel Capacity  LDPC codes

. .. * Decoding techniques
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KRIPTOLOGIJA

Kriptografija
(Cryptography)

Tajnost
Integritet
Autenticnost
Neporicivost

Kriptoanaliza
(Cryptanalysis)

* Tehnike provere
sigurnosti i “razbijanja”
kriptografskih algoritama

« Genericke tehnike
* Prilagodjene tehnike
« Scenariji evaluacije

17



Il. Cryptology and
Information Security In
MI-SANU

A Summary of the Achiewements
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Kriptologija 1 Informaciona Bezbednost
u MI-SANU

Osnovna Istrazivanja
(vise od 20 godina — vise
od 100 medjunarodnih
referenci)

« Medjunarodno
prepoznata kao vodeca u
nacionalnim i regionalnim
okvirima

 Intenzivna medjunarodna
saradnja (Japan, EU,
Indija, US)

Tehnicka Resenja

(vise od 15 godina — vise
od 50 tehnickih resenja)

* Projekti sa vodeCim
drzavnim i privrednim
Institucijama
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Reduced Complexity Iterative Decoding
of Low-Density Parity Check Codes
Based on Belief Propagation

Mare P. C. Fossener, Member, IEEE, Miodrag Mihaljewié, and Hideki Imai, Fellow, IEEE

|pndmukmqhi]mm-dmhdiﬁuﬂy
in software as well as in hardware, with pessibly

quldnld.mmtdﬂhu
mm-mmmwgu-,mm
four-density parity check codes, iferative decoding.

I INTRODUCTICN

OW-DEMNSITY parity-check (LDPC) codes, proposed by

Gallager [1], [2], sppear as a class of codes which
can yield very good performance on the binary symmetric
chammel (BSC) 25 well as on the additive white Ganssian
noise (AWGH) channel. Becently, it was shown that the belief
propagation (BP) algorithm [3] provides a powerful tool for
iterative decoding of LDPC codes, by noting that the original
‘Gallaper’s iterative probabilistic decoding of LDPC codes is
a partimlar BP-based decoding spproach [5]-[8]. As in [4],
this probabilistic decoding alzorithm is based on evalusting
the likelihood ratios associated with each information bit from
information provided by disjoint parity check equations. Iter-
ative decoding techniques in general have received siznificant

Paper spproved by I Hobss, the Editor for Coding and Coded Modulaticn
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‘tmder Contract JSPE-EFTF-DEPO0G0.
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attention recently and various resuits have been reported (see
[5H18], for example).

The aim of this paper is to develop an iterative decoding
algorithm for LDPC codes as an spprocimation of the stan-
dard BP decoding procedure, so that the modified alporithm
performs close to the standard BP bur with 3 sigmificans
reduction of complexity. Accondingly, a geal of this paper
is to obtain a gond performance—complewity tradecff First,
a simplified version of the BP algorithm is considered. This
modified alzorithm which cormesponds to the approach taken
in [12}-{14], iz then forther simplified so that it performs
real value additions only. This second simplification, which is.
equivalent to the approximation presented in [19] for majority
logic decoding based on the APP algorithm of [4], simply
consists of expressing all the steps of the slzorithm with
respect to logarthms of probabilites rather than probabili-
ties. The same stamdard approximation was nsed to derive
the Max-Log-MAP algorithm from the MAP slgorithm [10],
[11]. This simple slzorithm allows the processing of low-
complexity iterative decoding of LDPC codes, but at the
expense of about 1-d8 degradation in emor performance with
respect to the BP alporithm af the bit emor rzte (BER) 10=%.
A second simplified algorithm is then considered For this
algorithm the standard spproximation is directly applied to
the BP alporithm  Althourh not as straizhtforward as in the
previous caze, due to the fact that for the BP algorithm the
‘probability values considered at iteration- do not necessarily
correspond to the hard decisions made 3t iteration-i; — 1], the
application of the standard spproximation schieves a better
tradectf between ermor performence and decoding complexity,
‘with real value additions only and a performance degradstion
of few tenths of 2 decibel at the BER 10" for the LDPC
codes simmlated.

The paper is organized as follows The characteristics of
IDPC codes and their decoding based on BP are brefly
reviewed in Section [T Then the two reduced-complexity BP-
‘based decoding algorithms are described in Section II. Finally,
these algorithms are compared with BP in Section IV and
concluding remarks are given in Section V.

DOM-GTIERIEL000 @ 1999 IEEE
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Security Evaluation of Certain Broadcast Encryption Schemes
Employing a Generalized Time-Memory-Data Trade-Off

Miodrag J. Mihaljevic, Marc P C. Fossorier, and Hideki Imai

Abstraci—In this letier o af certmin

in which the delivery of n session
key (SEK] is bused on XOR-ing this SEK with the IDs of the keys
nphjdhrﬁmjpﬁlu.dﬂtuﬂﬂ.mwﬂnﬂ_h
dednﬂj_r p—n cking which in the cases
oor i user being the atincker, s
lqhﬂluillljmil:ﬁulﬂllyrﬁmh:rjm;m
iis proposed based on o generafized fme-memory-dots trade-ofl
approach and its main characierisfics are derived. The developed
algorithm peinis eul a security weakness of employing o block
cipher with block length shorter than the key length in the
considered BE schemes.

Index Terms— Broadensting, condifionn] dsts scoess control,
ic leey cry st -

cryptographic
datn trude-off.

L INTRODUCTION

CONVENTIONAL approach for access control to
broadcasted (multicasted) daia employs the following
paradigm: the data are encrypted and only legitimate users
are provided with the information on how to decrypt them.
‘We consider schemes where the data encryption is performed
based on a symmetric cipher and the updatable secret session
encrypting key (SEK). To make SEK opdating possible, an-
other set of keys called the key-encrypting keys (KEKs) are
imvolved. There are two basic approaches for establishing the
required security based on the above paradigm. One approach
uses static KEKs (see [9], [1] and [6], for example), and
thi other one employs updatable KEK=s (see [10], [11], and
[12]. for example). BE schemes with static KEKs (stateless
receivers) have the desirable feature that members do not nead
i be always connected online, which is especially preferable
for applications over lossy channels. Since rekey messages
in stateless schemes are independent of each other, members
once being offline or inactive can always decrypt the latest
group key instantly.

In this letter the security evaluation of certain BE schemes.
with static KEKs is considered In order to enhance the
security of these schemes, before the encryption, the SEK is
XOR-ed with the identifier (ID) of the KEK employed for its
encryption, &= proposed in [6] and [9].

Mamzscript received June 22, HO7. The sssociale aditor coordimating the
review of this ketier and spproving i for publicsfion was Prof Christisa

the Matftematical Instituie, Serbisn Acsdemy
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Hideki Imai is with the Faculty of Scence and Esgiseerng, Chuo Usiver-
sity, Tokyo, Japan, and the Reseasch Cenier for Information Secarity (RCIS),
National Institne of Advasced Industrial Science snd Technology (AIST),
Tokyo, 1010021 Japan.

Dhigital Object Identifier 1001 10/LCOMM 2007.071025.

II. MODELS OF CERTAIN BROADUAST ENCRYPTION AND
PROBLEM STATEMENT

Let KEK,; denote a KEK employed in the system, and
let I.D); denote its name or D, assuming that JI3; does not
disclose any information on K EK; itself. BE is based on
the following approach. The system center generates all the
employed KEKs. A user of the BE system is in advance
provided with a subset of all KEKs employed in the system.
Mote that different users can have overlapping subsets of
KEKs, bat no pair of users have an identical subset.

In a basic BE setting. the procedures at the center and
for each of the users are based on the following. When
the cwrent SEK should be opdated, the center finds a
subset | = I(SEK) of KEKs {KEK,};,;; such that
each of the legitimate users possesses at least one of these
keys and none of the un-legitimate users possesses any of
these keys The center encrypts the data with SEK. gener-
ates all encrypted forms of SEK employing each KER;,
i £ I, and broadcasts = [header]; Gsex(data) > = <
[ (T, Excew,(SEK)) }ici; Guen(data) = , where E{-)
and (Z{-) are ceriain encrypiion algorithms.

In order to address certain weaknesses of this basic BE
model, in [6). an enhanced security approach for BE is
proposed, which comesponds to the following BE header
model:

|hender| = [{ (1D, By w,(SEK @ 1D) bica] . (1}

where @ denotes bit-by-bit XOR-ing of the vectors SEK and
J1I¥;. This enhanced approach is employed in [1] as well

The problem addressed in this letier is the security evalua-
tion of the BE schemes which follow the header model spac-
ified by (1). Recently, vulnembilities of certain BE schemes
have been reported in [7] and [B] and they provide the orgins
for the approach given in this letter. Particularly note that a
security weakness of the approach proposad in [6] is reported
in [7] employing an active attack scenario, while the scope of
this letter is restricted to passive attacking.

III. SCENARIO FOR THE SECURITY EVALUATION

The considerad s=ttings for cryptanalysis originate from the
following issues. (i) It is a realistic scenario that different
schemes of the same class are deployed and are sobject
to malicious monitoring: (i) In a typical BE scheme with
stateless receivers KEKs are in a tamper-proof (resistanty
hardware and accordingly the system should be considered as
broken even if an attacker can recover only one of the KEKs
employed in the system.

10ESLTTSENTEES 00 (5) H00T IEEE
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Generic framework for the secure Yuen 2000 quantum-encryption protocol employing
the wire-tap channel approach

Miodrag 1. Mihaljevic*
meSﬂMﬂmq’Smcnwﬂm Belgrade, Serbia

and Center for Inf Eecurity, Nati

I Institute of Advanced Indurtrial Science and Techknology,
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It is shown that the security, against known-plaintext attacks, of the Yoen 2000 (Y00} quantm-encryption
protocel can be comsidered via the wine-iap chanmel model g that the h oy yeelds

¥

the sample for security evaluation. Employing the results reporied on the wire-tap chanmel, & gemeric frame-

wark is proposed for developing secure YOO i

The prop employs & dedicated

encoding which iogether with inberent quantum noise at the sttacker’s side provides Y00 security.

DOH: 101103/ Phy sRev A 75052334

L INTRODUCTION

The Yuen 2000 (YOO) protocol (see [1-4]) protects the
data jointly employing cryptographic and physical noise: It
combines quantum and stream cipher concepts yielding a
randomized stream cipher. Security of the YOO protocol has
attracted significant attention and has been discussed in a
number of papers. In a general setting, security of Y0 pro-
tocol has been challenged in [5-8] with the comesponding
replays in [1.9-11], respectively. Discussions on security of a
particular Y0 instantiation have been reported in [12-14].

This paper addresses Y security against known-plain-
text attacks and the main goal is to provide the following: (i)
a contribution to the discussions on YOO security vin an al-
ternative approach; (i) pointing out applicability of the wire-
tap channel [15] paradigm as a background for consideration
of Y00 security and developing certain families of the Y00
prodocol; and (i) proposal of a generic framework for de-
veloping secure YOO protocol employing certain encoding
dedicated to the unavoidable quantom noise which an at-
tacker must face.

Il BACKCROUND
AL YD protocol and heterodyne measurements
I Y guantwm stream cipher

Y00 protocol employs certain results of the quantum de-
tection theory to provide a randomized stream cipher. In Y00
protocol, a pseudorandom number generator (FRNG) with a
shared key is usad to make a difference in the performances
of the quantum signal detection. The legitimate communicat-
ing parties, a sender and a receiver. Alice and Bob, respec-
tively, share a secret key and the key is expanded into a long
key-stream sequence or “mmning key” via a PRNG. Assum-
ing that BFS and MPS mean a binary pure state and M-ary
pure siate, respectively, according to the quantum detection
theory, we have the following property of the average ermor

*Floctronic  address:  miodragmi@turing mi sanuac ;. URL:
bittpfwww.mi_sane.ac. ywiow'ovmihaljevic him

1050-294 T/ 2007/ 75 SN052334(5) 052334-1

PACS number(s): 03.67.0d

probability, P(BPS) <2 P {MPS). It means that if the attacker
Eve does not know the key, she must detect M-ary gquantum
states, while Bob's detection procedure which employs the
key is the binary. S0, Eve muost search for the data or the key
based on her detection results with an unavoidable quantom
ermor. The possibility of obtaining information-theoretic se-
curity against known-plaintext attack employing the quan-
lnT nmia randomization at Eve's side was first pointed out
in [1,11

The framework of the Y00 protocol is as follows. The
u.lpmbdlsequmo\fhPRNGisdjvidedthbil
sagments, and each segment is considered as
symbal U; which determines the basis {|me‘"} |ue""‘"}}
That is, when a nmning key symbol [7; appears, a coherent
state basis comesponding to U; is chosen. Then, the data bit
is transmitted by |ere™} or |ere™*="). In the basic model of
the Y00 protocol, the mapping function fi---) of the running
key symbols to the bases of coherent states is given by the
following phase modulation: 31,23 where the map-
ping U;— @ means that U; implies a selection of &, &+,
and 7= 8, =80

The security role of the mapper has been discussed in
[1.2,13] where its significance has been pointed out. Particu-
larly, 2 mapping technique which provides immunity against
certain correlation attacks has been proposed in [14] These
results have been considersd as & background for develop-
ment of an altermative mapping approach employing the
wire-tap channel [15] paradigm.

1 Heterodyne measurement

The heterodyne measurement is the key step for security
evaluation of the YOO protocol becanse this measurement
results in & mapping of YOO security into a cryptographic
decoding problem. Via the heterodyne measurement, it is
possible to obtain a noisy version of the output sequence
from PRNG so that the security of the YO0 protocol reduces
i recovering the secret key which controls PRNG employ-
ing its noisy output sequence.

Suppose that state |¢¢{m)}, 0=5m <M is transmitied, and
an eavesdropper performs a heterodyne measurement to ob-
tain {r.f) in polar coordinates. Based on the observed values

02007 The American Physical Society
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An approach for stream ciphers design based on joint
computing over random and secret data

Miodrag J. Mihaljevi¢ . Hideki Imai
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Abstract  This paper prog and an app for design of stream ciphers
hmdmmmwmlgmwm»dmm Feasibility of encryption/
decryption putation when the ciph involve pure random data is shown.
The core ek of the p d approach for stream ciphering is a pseudo-random
unbeddmgofthenndmnbnsmome iph and this embedding plays role of a

2. The initial ci with the embedded random bits is further
oni tonally degr “byns P to a mods noise which can be modelled
as the binary sy ic channel effect. A ity evaluation of the proposed approach
implies that its security appears asa q of hardn oﬂinlmpmblun.
well. The developed design has p ial of providing that of ing

lheseaukzymﬂnknownphimmamckmnmosdosemmecomplwtyof
movmﬂnmhymdnethsuvemrdtmclosetoﬂnmnnulpo@le
one for the given size of the secret key. The p can be iderad as
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PROBLEM TO BE SOLVED: To provide an
authentication system usable for the .E
authentication of radio tag data, using a ]é
simple protocol. SOLUTION: The :
authentication system includes a secret key 4 o
storage for storing secret key information; 1
an inner product generator for generating 2
data for parity check obtained by an inner
product operation between challenge data
and the secret key information; a random
number bit generator for generating

random number bits; a controller for control
processing to invert bits based on a pseudo
random number bit stream generated by a
key stream based on the secret key
information to insert the random number
hits, and to evaluate the inner product
data, and by control by the controller, an i
output processor for outputting response
data by executing processing which acts
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Miodrag J. Mihafjewvic has received his B_5C. and M.5. degrees in
electrical engineering from University of Belgrade, Serbia
(Yugoslavia), and received his Ph.D. degree in 1990

He is a reseanch professor and the projects leader at the
Mathematical Institute, Serbian Academy of Scences and Arts,
Belgrade. His main research areas are cryptology and information
security. He has published more than 90 research papers in the
leading international journals and conference proceedings

(including over 50 papers in IEEE journals, 1. of Cryptology, Phys. Rev., Computing, IET Inform. Sec., LMCS, IEICE Trans.,
Inform. Process. Lett., and as certain book chapters), and over 150 publications in total. He is co-inventor of 6 granted
patents in U.5, Japan and China. His research results have been cited more than 1000 times in the leading international
publications. He has served over 150 times as a reviewer for the leading international journals and conferences.

He has held long-term visiting positions at the University of Tokyo, IMAI Lab (1997-2001 and 2004-2005), Sony Computer
Science Labs [2001-2002), Sony Corporation Labs. [2002-2003), Tokyo, the Research Center for Information Security (RCIS),
National Institute of Advanced Industrial Science and Technology (AIST), Tokyo |2006-2012), and currently (from April 1,
2012} he holds the position of an Invited Senior Researcher at the Research Institute for Secure Systems (RISEC), National

Institute AIST, Tsukuba, lapan.

Ialk#1:
"0n Employment Environmental Noise for

Certain Smart Grid Components"
Abstract:
In certain d ins of informarti ications

infrastructure of Smart Grid, the communications
channels suffer from unavoidable and high noise.

A particular example are the floating wind turbines where
only wireless and power line cable (PLC) are

available for communications and control purposes, and
both of these channels appear as very noisy.

Accordingly, for reliable communications we need an
adequate error-correction coding scheme. On the other
hand it is interesting to address the issues of
employment the inherent noise for design dedicated
aryptographic algonthms based on which the security
mechanism are built, as well as, when appropriate, to
employ the available error-correction coding within a
aryptographic algorithm.

This talk addresses design and analysis of cryptographic
algorithms for authentication and encryption which
employ the channel noise for the cryptographic security
enhancement.

Ialk #2:
“Information Theoretic and Computational Complexity
Evaluation of Encryption Based on Pseudorandomness,
Randomness and Dedicated Coding"

Abstract:

In a number of application scenarios including certain Smart
Grid ones, an important request is employment of light-weight
cryptographic algorithms in order to reduce the owverhead to the
system implied by imvohied cryptographic mechanisms.

At the same time, beside the light-weightiness, the employed
cryptographic algorithms should be highly secure because of
possible disastrous impacts of their breakability. This talk
addresses a framework for enhancing security of light-weizht
stream ciphers employing randomness and dedicated coding.
Security evaluation of the considered framework is disoussed
from information-theoretic and computational-complexity
paoints of view. Regarding information-theoretic approach, the
equivocation of the searet key is analyzed.

The computational-complexity evaluation approach shows that
recovering of secret key appears as hard as decoding of certain
peneral linear block codes, iLe.

certain problems of learning the parity in noise (the LPN
problem). The talk also discuss a problem of design
appropriate linear block codes which provide joint
emor-correction and homophonic coding, as well as the
wire-tap channel coding.
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I1l. An lllustration of Recent
Results
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111.1. Introduction

Noisy Channels and Security
Enhancement of Encryption
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Security of Encrypti

on and

Implementation Complexity

« Mainly based on « Security
heuristic assumptions enhancement

- Particularly when the appears as an
encryption is based interesting approach

on employment of

finite state machines +« Asymmetric

e Lightweight Implementation
encryption implies complexity of
additional challenges encryption and

decryption also

appears as an
Interesting iIssue



Noisy Channels

 Additive noise

* Binary Symmetric
Channel

Binary Channels with
synchronization errors

Bits deletion
Bits insertion
Bits Complementation
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I1l. 2. A Framework for Security
Enhancement Based on the Channels

with Synchronization Errors
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Desired Model of Encryption
an Attacker Should Face
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Encryption at Party |

Keystream Generator

Encryption at Party Il

Keystream Generator

Attacker Side
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A Framework for Encryption Based on Simulated Channels with
Synchronization Errors

stream-ciphering
¢ error correction
;’ decoding

Lightweight
Keystream Generator

Party-I

simulated channel
with sync. errors

_|_>+

error correction
encoding
stream-ciphering
¢ + error correction
* decoding

Lightweight
Keystream Generator

\
_|_>+

Party-II

error correction simulated channel
encoding with sync. errors
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A Framework for Encryption with Asymmetric Implementation Complexity

stream-ciphering

¢ error correction
i decoding

* (after channel with erasures)
Lightweight
Keystream Generator

+ random bits
| embedding

stream-ciphering

Party-I

%

Party-Il Lightweight

Keystream Generator

* error correction L
+ ) decimation
_|_’ encoding

(for channel with erasures)
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A Linear Binary Block Code
Encoding Paradigm

‘ binary vector ‘

Generator Matrix of
Linear Block Code

ay

codeword

channel with
bit erasures

degraded codeword
with erased bits
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111.3. Particular Instantiation
Under Security Evaluation



encryption

M

A FrameworkK tor encryption and Decryption with

Asymmetric Implementation Complexity

Lightweight
Keystream Generator

| e

—+

Transmitting
Entity

decryption

M

deterministic mapping

GJ
X

simulator of a
binary channel
with insertions

G
Y
random bits
embedding

source of
randomness

Lightweight
Keystream Generator

| e

—+

Receiving
Entity

deterministic mapping

GJ

G
Y

X
decimation




111.4. Information-Theoretic
Security Evaluation



Preliminaries

Eve (the eavesdropper) and Bob (the intended
receiver) both receive the string Y (?) contain-
ing the randomly inserted symbols. The eaves-
dropper, not having access to the shared source
of randomness G, cannot easily parse the string
Y (") to recover X”. The intended receiver, on
the other hand, has access to G', and since
G}, represents the length of the inserted string
between any two symbols X, and X, i, the
intended receiver (Bob) can easily remove the
inserted symbols B, from Y (") (i.e., decimate
Y(”)) to recover X™. In other words, by sharing
the source of randomness G".

The sequence C™ is a pseudo-random sequence,
but for the purpose of computing information-
theoretic quantities, we assume that C™ is mod-
eled to be statistically indistinguishable from a
sequence of iid Bernoulli—% random variables.



The information-theoretic quantity of interest
is the jud information rate defined as the in-
formation rate between X" and Y (™) when the
symbols X;. are independent and uniformly dis-
tributed (iud)

n—oo n

Tua (X;Y) 2 lim 21 (X7 v ™) .

p(z™)=2""
The information rate Zj ;g (X; Y) represents the
amount of information that the eavesdropper
can “learn” , on average, about X after observ-
ing Y. The information rate Zj,q (X;Y) is not
computable in closed-form, but is attainable
using Monde-Carlo techniques.



The information rate Zj,q (X;Y) is not com-
putable in closed-form, but is attainable using

Monde-Carlo techniques. For example, known
bounds are

Tua(G V2L IX YD) =D HE)

Tiua(X; Y)slf(xn; y () . (2)
n p(an)=27"

For large n, the correction term %H(ﬁ(Y(”)))
equals

1 1 2re-1-n _
aH([l(y(”))) :%|092 ( (1e_ i)2) | O(n 2).

(3)




lllustrative Numerical Example
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We already established that learning X after
observing Y is extremely unfavorable for the
eavesdropper because the information rate Zj ,q (X; Y)
iIs low for large insertion probabilities . How-

ever, the eavesdropper may adopt a strategy in

which she first attempts to /learn the sequence

G"™, and then attempt to crack X™™. To study

the effects of this strategy, let us define the
following quantities:

e (@YYE0im L (g y™
1
Ziud (X,G;Y)é lim —1 (Xn,Gn;y(n))
1
Tiug (X; Y| G)E tim_~1 (X" y(™|Gn)
1
Tia (Gi Y1 X)2 lim =1 (6™ v ™| x™) )




Proposition 1:

Ziva (G} Y)
Ling (X5 Y[ G)
Ziud (X, G} Y)
Tiug (G; Y| X)

1 —Zjyg (X7Y).

(1)
(2)
(3)
(4)



111.5. Computational Complexity
Security Evaluation



Definition 1: The Adversarial Indistinguisha-
bility Experiment consists of the following
steps:

1. The adversary A chooses a pair of messages
(mg; mq) of the same length n, and passes
them on to the encryption system for encrypt-
ing.

2. A bit b€ {0,1} is chosen uniformly at ran-
dom, and only one of the two messages (mg; mq ),
precisely my, is encrypted into ciphertext Enc(my)
and returned to A;

3. Upon observing Enc(my), and without knowl-
edge of b, the adversary A outputs a bit bg;

4. The experiment output is defined to be 1 if
bo = b, and 0 otherwise; if the experiment out-
put is 1, denoted shortly as the event (A—1),
we say that A has succeeded.



Definition 2. An encryption scheme provides
indistinguishable encryptions in the presence of
an eavesdropper, if for all probabilistic polynomial-

time adversaries A
PrlA — 1|Enc(my)] < 5 + e,

where e = negl(n) is a negligibly small function.



Proposition 2: Let the encrypted mapping of
M™ into X" be such that 54e¢ equals the ad-
vantage of the adversary A (specified by Def-
inition 2) to win the indistinguishability game
(specified by Definition 1), and let the mutual
information Z;,,4(X; Y) be known. Under these
assumptions, for large n,

Pr(A — 1|Y(”) =y|] == —|—e 5, where (1)

52 Pr(xt=x Y™ =y) < %4—11 (X”,Y(”))‘

n p(zn)=2-"n
(2)



Theorem 1: Let the encrypted mapping of
M™ into X" be such that 2+ equals the ad-
vantage of the adversary A (specified by Def-
inition 2) to win the indistinguishability game
(specified by Definition 1), and let the mutual
information Z;,,;,(X;Y) be known. Under these
assumptions, for large n,

Pr(A — 1|Y('”’) =y| = % +e-9, where (1)

095 [?ff'fjgl

2n

@, (n_Q) :
(2)




Y. Liron and M. Langberg, “A Characterization of the Number of
Subsequences Obtained via the Deletion Channel”, IEEE Transactions
on Information Theory, vol. 61, no. 5, pp. 2300-2312, May 2015.

Let D;(Z) be a set of subsequences of Z that
can be obtained from Z after t deletions. A
family of strings, named unbalanced strings
has been defined. A string is called unbal-
anced, if all of the runs of symbols in the string
are of length 1, except for one run. Let UE? be
a binary string of length ¢ with r runs, in which
all runs are of length 1, except for the -th run
which is of length ¢ —r 4+ 1. Due to symme-
try |Dt(U£(ﬂla))| = \Dt(Ue(;))L and consequently
define

u(t,r,t) = DU = ID(UD] . (1)

It has been shown that these extreme cases
have the least number of subsequences among
the unbalanced strings, as well as that they
have the least amount of subsequences among
all strings.



Y. Liron and M. Langberg, “A Characterization of the Number of
Subsequences Obtained via the Deletion Channel”, IEEE Transactions
on Information Theory, vol. 61, no. 5, pp. 2300-2312, May 2015.

Theorem (Closed-Form Formula for w(4,r,t)):
Forall t < ¥, 2 <r<U¥,

(i) when r > t:

t—2
u(lrt) =d(rt)+ > d(r—2,4), (1)
i=t+r—~—-1
(ii) when r < t:
r—3
u(l,r,t) =24 ) dr—-2,i), (2
i=t4+r—~£—1

where

. LA
dir,) =DZ)I=3 () (3
j=0 7

assuming that d(r,0) = 1, and fori < 0, d(r,7) =
0, and that the following conventions are em-
ployed:

k

> a; =0 when j >k, (4)

1=3
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Theorem 3. Assuming that the employed
keystream generator is such that the follow-
ing is valid:

IM;C)=0,IM;G)=0, I(C;G) =0,
(1)
and
IM; X) <e. (2)
the simulator of binary channel with random
Insertions provides
Q- €

LI vy < 3)

n

a=1_ %Iogg(u(n 1)), (4)

where u(n +t,r,t) is number of certain equally
likely subsequences.
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Concluding Notes



Osnovne Poruke

Pre 25 godina
Kriptologija je postala
jedna od disciplina
KOje se intenzivno
neguju u MI-SANU
cime se prate
savremeni |
najznacajniji tokovi u
matematici.

« Danas u MI-SANU postoji
medjunarodno
respektivna kolekcija
reultata u oblasti
kriptologije | informacione
bezbednosti koja M-
SANU Cine regionalnim
liderom u oblasti i
partnerom vodecih

svetskih centara.
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Thank You Very Much for the
Attention,

and
QUESTIONS Please!



